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1. YcraHoBKa CHCTEMBbI

Bce xoMaHapl MOJDKHBI BBIIOJHSTHCS OT MMEHH IoJib3oBareils 0ot. ColJirogaiiTe TOYHBIN
NOPS/IOK el cTBHIi!

1.1. OmnepaumoHHasi cucreMa

1.1.1 Ilonnep:xxuBaemasi OC

Bepcus DEBIAN >= 10
ASTRA Linux
Bepcus CentOS =7

Pexomennyercsa: DEBIAN
1.1.2 Directory cTrpykrypa

Variables (ITepementbie)

# set the name of top-level directory (Leave this line as it is for default.)
XLMON_DIR_DESTINATION:"/"

Script (Cxpurr)

# creating directory xlmon in destination
mkdir -p "${XLMON DIR DESTINATION}xlmon"

# creating /xlmon link
if [[ ! -d "/x1lmon" ]]; then

In -s "${XLMON DIR DESTINATION}/xlmon" "/xlmon"
fi

# creating directory structure
mkdir -p /xlmon/bin/ifo a
mkdir -p /xlmon/bin/ifo b
mkdir -p /xlmon/bin/scripts
mkdir -p /xlmon/bulk

mkdir -p /xlmon/cdr/archive
mkdir -p /xlmon/cdr/local a
mkdir -p /xlmon/cdr/tmp

mkdir -p /xlmon/export/local a
mkdir -p /xlmon/log/ifo a
mkdir -p /xlmon/tmp

mkdir -p /xlmon/trace
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1.2 CucremHbIe MOAYJIH

touch
/x1lmon/export/local a/{carr fas,carr sk,carrier list,category section,dest
ination 1list, fas prfx crr}.csv

touch
/x1lmon/export/local a/{holidays,info presets,mnp list,normalization,number
s_lists,parameter list}.csv

touch
/x1lmon/export/local a/{prefix destination, regions,rules,state domains, subs
_data,time_ templates,timezone}.csv

touch
/x1lmon/export/local a/{xlstate domain settings,xlstate profile,xlapi auth,
xlapi bank query,xlapi iw settings}.csv

touch
/x1lmon/export/local a/{content list,domain distribution,parameter list sms
fw}.csv

1.3 ¥Ycranoska XLMON

Pacnakyiite JUCTPUOYTHB xImon.tar.gz B JTUPEKTOPHIO /home/xImon_vrf.
Ckonupyiite u3 gupekropuun /home/xImon_vrf cieayromue daiinsr:

e x1 main
e start
e stop

e xImon

B manky /XxImon/bin/ifo_a.

BrimonauTe cnenyromue koman sl (IIpn HeoOXoAMMOCTH CO31aliTe MO TUPEKTOPHH):

chown root:root /xlmon/bin/scripts/*
chmod +x /xImon/bin/scripts/*

chown root:root /xlmon/bin/ifo a/*
chmod +x /xlmon/bin/ifo a/*

IlepBUYHBIN 3aIIYCK.

a. 3aHy0TI/ITe CepBI/ICZ
Jstart

b. OcraHoBuTe cepBuC:
Jstop

c. B nosBusmemcs ¢aitne XL MAIN.INI B none APP:0 Bnumute "xImon’:



PLOGGING=1
:LOG_GEMERAL=2
:LOG_MAX_SIZE_MB=1024
1@=x1mon

d. 3amycTuTe CepBuC:
J/start

€. OCTaHOBHTE CEpPBHC:
stop

f. B nosBuBmemcs ¢aitne XLMON CFG.INI Heo6xonuMo MOMEHSITh BCe AUPEKTOPUU

“/xl/...” na “/xIlmon/...”

g. 3anycTuTe CepBUC:
J/start

2. Kondurypamua XLMON

2.1 Onucanue koHpurypamuonusix gaiiioB XLMON

2.1.1 XLMON_CFG.INI

Parameter

GLB:APP_LOG=/xl/log/ifo_a/xImon_log.csv
GLB:LOGGING=1

GLB:LOG_GENERAL=2

GLB:LOG_MAX_SIZE_MB=1024

XLMON:APPLICATION_KILL_COUNT=0

XLMON:APPLICATION_KILL_0=/xl/export/local_a/ifo_stat.csv,xIsig,60

Description

xImon log file filename

Logging level (0 = all off, 1 = only
LOG_GENERAL on, 2 = all on)

Log type for level GENERAL (0 =
off, 1 = file only, 2 = stdout and file)

Max file size for log files in
megabytes before rotating, negative
number = unlimited

Count of
XLMON:APPLICATION_KILL_
entries

Application kill - format:
file,exe,time_period - if file is not
updated within the time period kill exe

Must
set

Need
restar
t



%

Parameter

XLMON:SERVER_NAME=XLSFW-1

XLMON:STAT_FILE=/xl/export/local_a/ifo_stat.csv

XLMON:FILE_HASH_FILE=/xl/export/local_a/ifo_hash.csv

XLMON:FILE_AGE_CHECK=[filenamel,max_agel[,filename2,max_age2...]]

XLMON:XLSTATE_STAT_FILE_ENABLED=0

XLMON:XLSTATE_STAT_FILE=/xl/export/local_a/xlstate_stat.csv

SNMP:CACHE_FILE=/xl/export/local_a/snmp_state.csv

SNMP:ENTERPRISE_NUMBER=100

XLMON:SNMP_COMMUNITY=public

SNMP:ALERT_CLEAR_MODE=1

SNMP:SYNCHRONISATION_TIMEOUT=0

SNMP:MONITORING=0

SNMP:HOST_ADDRESS(_2,..)=127.0.0.1

SNMP:HOST_PORT(_2,..)=162

XLMON:KPI_THRESHOLD_CALLS=-1

XLMON:KPI_THRESHOLD_CALLS_NO_REPLY=-1

XLMON:KPI_THRESHOLD_CALLS_CONTINUE=-1

XLMON:KPI_THRESHOLD_CALLS_ACTION=-1

XLMON:KPI_THRESHOLD_OTHER=-1

Description

Server name (used in alarms)

xlsig ifo_stat.csv file filename

xlsig ifo_hash.csv filename

Monitor 0 or more files for their age

1 = enable monitoring of xIstate
parameters in
XLSTATE_STAT_FILE

xlstate_stat.csv filename

SNMP xImon cache storage

Enterprise number parameter used in
SNMP

SNMP Community string

2 = alternative SNMP format

Timeout for synchronisation alarm
(Last rule load in ifo_stat),
deprecated, use FILE_AGE_CHECK

if> 0, send alarms to 1 or more SNMP
endpoints

SNMP endpoint IP address

SNMP endpoint port

if > 0, KPI threshold for alarm:
Processed calls

if > 0, KPI threshold for alarm:
Processed calls with no reply

if > 0, KPI threshold for alarm:
Processed calls with continue

if > 0, KPI threshold for alarm:
Processed calls with action

if > 0, KPI threshold for alarm:
Processed other

Must
set

Yes

Mayb
e

Mayb

Yes

Yes

Yes

Need
restar
t
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Parameter

XLMON:STATE_STORAGE_THRESHOLD_PERCENT=90

XLMON:STATE_STORAGE_ROUTING_NUMBERS_THRESHOLD_PERCENT=90

XLMON:STATE_INPUT_QUEUE_THRESHOLD_PERCENT=0

XLMON:STATE_WORKING_QUEUE_THRESHOLD_PERCENT=0

XLMON:MAIL_ENABLED=0

XLMON:MAIL_SERVER=mail.x-labs.ru

XLMON:MAIL_SERVER_PORT=25

XLMON:MAIL_SERVER_USE_TLS=1

XLMON:MAIL_SEND_BATCHES=1

XLMON:MAIL_BATCHES_SENDING_INTERVAL=15

XLMON:MAIL_USER=alert

XLMON:MAIL_PASSWORD=passwd

XLMON:MAIL_SOURCE_EMAIL=alert @x-labs.ru

XLMON:MAIL_DESTINATIONS=name.surname@ x-labs.ru

XLMON:XLSFW_CAP_MONITORING_ENABLED=0

XLMON:XLSFW_CAP_MONITORING_FILE=/xl/export/local_a/xIsfw_cap_stat.csv

XLMON:XLSFW_CAP_MONITORING_CDIR_CAPACITY_THRESHOLD_PERCENT=
50

Description

if > 0, XLSTATE callstate storage
percentage threshold

if > 0, XLSTATE routing numbers
storage percentage threshold

if > 0, XLSTATE input queue
percentage threshold

if > 0, XLSTATE working queue
percentage threshold

1 = enable e-mail sending on alarms

E-mail server

E-mail server port

1 =use TLS encryption for sending e-
mail

1 =send e-mail in batches (group 1 or
more alarms within a time interval)

E-mail batch sending interval

E-mail server username

E-mail server password

Source e-mail address

Destination e-mail addresses (comma
separated)

1 = enable monitoring of xlIsfw_cap
parameters in
XLSFW_CAP_MONITORING_FIL
E

xlsfw_cap_stat.csv  filename (The
value has to be the same as
GLB:STAT_FILE inside the
"XLSFW_CAP_CFG.INI")

if > 0, xIsfw_cap CDIR capacity
storage percentage threshold

Must
set

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Need
restar
t



2.1.2 BpeMeHHO OTKJIIYHMTH XImon

Cospaiite ¢aiin ¢ umenem xImon_disable B manke, rae Haxomutes ucmonasiembiii daitn xImon. Ecmu daiin
CYLIECTBYET U ObLT U3MEHEH B TeueHue nociaeanux 10 munyt, XImon ue 6yaer untats ifo_stat.cSv u T.1. 4T06bI
OOHOBHTH €I'0 COCTOSHHE.

3TO MOJIE3HO IS BBIMOIHEHHUS OOHOBJICHUH, YTOOBI MPEIOTBPATUTH OTIPABKY OIIOBEIIEHHUH 00 acCOIHAIUIX
(ocobeHHO BHYTPEHHUX accolanusx B xlstate u 1.11.).

2.1.3 Iepe3arpy3urs XLMON_CFG.INI 6e3 nepe3anmycka xImon
Run
killall -SIGUSR1 xImon

3TO IPUBOIUT K TOMY, 4To 3amyiieHnsiii XImon nepesarpy:xaer XLMON_CFG.INI 6e3 BrIX01a H3 CHCTEMBI U,
BO3MOYHO, Tepesarycka X|_main.

2.1.4 OrnpaBka 3J1eKTPOHHOI MOYTHI

YcranoBute napamerp XLMON:MAIL_DESTINATIONS= 8 XLMON_CFG.INI mnst anpecoB 37eKTpOHHOM
MOYTHI, pa3JelIeHHBIX 3amsIThIMU (6€3 TpoOenoB).

UT0OBI MPOBEPUTH KOH(PUTYPAITUIO SJICKTPOHHON MOYTHI, BHITOIHUTE:
xImon email

OH oTnpaBiser 3JIEKTPOHHOE MUCBMO, UCTIONB3ys TeKymyro KoHpurypamuo B XLMON_CFG.INI (Bkmouas
ajipec DJICKTPOHHOM MOYTHI MOJy4arTelis) M BKIIOYACT MOAPOOHBIM aHANU3 U OTIAJAKU JUIS BbISBICHHS
BO3MOJKHBIX TPOOJIEM.

2.1.5 SNMP Trap OrnpaBka TeCTOBOI0

Run:

IxImon send <TrapName> <Value> <Priority> <EventType>

[Ipumep:

IxImon send "Application™ 1 4 4

4yT100KI oTHpaBuTh SNMP trap ams ocraHoBieHHOro Tporecca (set trap). U
IxImon send "Application" 0 4 4

gro6s! otipaButh SNMP trap s 3amymensoro mporecca (clear trap).

Hwxe npusenenst apyrue npumepsl SNMP trap (ncmons3syiite Value = 0 st ourctku trap):
IxImon send "LOAD_FAILURE" 14 5 # ommbOka mpaBui 3arpy3Ku

/xlmon send "RULE123" 1 4 5 # RuleID 123 npruocranoBieH

xImon send "DOMAIN123" 1 4 5 # DomainID 123 npuocranoBieH

/xlmon send "SYNCHRONISATION FAILURE" 1 4 4 # omu0ka CHHXpOHU3AIHN

xImon send "SS7-1/1 ASSOC-1 (192.168.6.140<->192.168.6.130)" 1 4 3 # accouunanus ocraHoBiena (SS7-
1/1 ASSOC-1)
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