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B nmaHHOM JOKyMEHTE ONMMCaHbl MOJAXOMAbI K YIPABJICHUIO MpolleccaMu pa3pabOTKH M MOAJEPKKU
npoaykra nporpammuoro ooecniedenus (I10) XL Service Firewall (XLSFW).

OOmiee ympaBiieHHE MPOAYKTOM MPOU3BOAUTCS IOCTOSHHO. YIpaBiIeHHE H3MEHEHUSMHU
HEOO0XOMMO B CHJIy TOTO, YTO NMPOIYKT TOCTOSHHO 3BOJIIOLIMOHUPYET, YJIOBIETBOPSS 3alpOCHI
3aka3zuuka. Kaxxnoe nsmeHeHHe, BHOCUMOE B INPOJYKT, omnpeaessercss TeXxHUYecKuM 3adaHHUEM.
OOmiee ympaBlieHHE W3MEHEHHUSMH BKIIOYaeT B ceOsl CIEAYIONIUE OMepaluu IO YIpPaBICHUIO
W3MEHEHUSIMU, Pa3IMYaOIIUecs] YpPOBHEM JETallu3alldd Ha OCHOBE 3aBEPILICHUS BBIMOJHEHUS
pa3paboTKu U3MEHEHUS:

* Unentudukanus He0OOXOIUMOCTH TOSIBIICHUS U3MEHEHUS WK (DaKTa ero MOsBICHHUS.

* Oka3zanue BIUsSHUS Ha (HAKTOPHI, OTPAHMYMBAIOIIUE O0Iee YIIPaBICHUE U3MECHEHUSIMH, TaK
9TOOBI BHEJPSITUCH TOIBKO OJ0OPEHHBIC H3MEHEHHUS.

» [loanepkaHue ETOCTHOCTH 0A30BBIX IJIAHOB ITyTEM BHECCHHSI B TIPOAYKTHI U YCIIYTH TOJIBKO
0JIOOPEHHBIX M3MEHEHHN W TMOAJEPKaHUs UX KOHQUTYpAIMH U IUIAHOBOW JOKYMEHTAIMH
(Texuuueckoro 3aganus).

» IlIpoBepka u ooOpeHNE BCEX PEKOMEHOBAHHBIX KOPPEKTHPYIOMIUX M MPEAYIPEKIAOIIIX
JEHCTBUMU.

* KoHTpons u OOHOBIEHHE COJEp)KAHUS, CTOMMOCTH, OIOJDKETa, pacluCaHUs IMPOEKTa W
TpeOOBaHUI K KAauyecTBY HAa OCHOBE OJOOPEHHBIX WM3MEHEHUN MyTeM KOOPIUHUPOBAHUS
W3MEHEHUH 10 BCEMY NPOEKTY.

KoHdbugeHumanbHo - Bce npasa 3awmueHsl © 2023 1



)

XL Service FW

Oznaenenue

L. OBLUME CBEABHUS ..ccooveeeeeeeeeeeeeeeeitsrarssaa s seeeeeaseeeeeeeeaeaaaasssseseseressesseresestrtabararaas s seaeseeseeeeaeseeens 3

1. OMUCAHUE CUCTEMDI «.eeiiieieiieeeeeeeeeeeaiiteeteeeeeeeeesasaauanbaraeeteaeeessessansnrereaeaeeeesesasaannnrenaeees 3

2. OCHOBHbBIE CUCTEMHDBIE MOLY /M ...ceeveerereererenennnnnnnnnaaasasasesasasaeaeesesseesessmeessssssrssnsnnnnnnnnnnns 4

3. CocTaB NpPorpammHbIX CPeACTB U UCMOJIb3yeMbl TEXHONOTMN MPON3BOACTBA ....cc..vn..e.. 4
TpeboBaHMA K TECTOBOM KOHDUIYPALMM ....uuvrrrieereeeeeeeeeecirrreeeeeesaaeeessaassnssssesessessessssssssssssssssssseaaseesnnnnns 5
KntoueBble NapameTpbl KOHOUTYPALMMN U TPEOOBAHMA ....cccevurrieeiriiiiieeeriieeeesssieeeesssrreeesssaraeeesssasneees 6
4. NHdopMauMA O MPOLECCE PABPADOTKM ceeeeeeeeiiiiieiieeeeeeeeeecrnrrere e e e e e e e e s esannrrreeeeeaaaeeas 7

5. A3bIK MPOrPAMMUPOBAHMA . ...ceeeeeeeeeeeeeeeeeeeeeeeeeeeee ettt s e s e s e e e e e aeaeeeaeseseeseneeeenenens 7

2. MNopaepRaHme KUIHEHHOTO LUMKAA TTO... ..o e s s e e e e e e e e e e e e e e e e e e e e e e eeseeneeaeeee 8

1. HasHaueHme conPOBOMKAEHUA TTO .....iieeei e e e e e e e e e e 8

2. CepBuCHble Npoueccbl CONPOBOXKAEHMA MO ......iiiiiiiieeee e 8

3. Mpouecchl peanmsaumm (PaspaboTKU) MO:......ccceeecieecee e 8

4. TexHUYeCKan NOAAEPMKKA MOSTb30BATEMEM .......uurrrieieeeeeeeeeeeiiirnrieeereeeeseesesssnnssseeeeeesaees 9

5. BocctaHoBAeHME AaHHbIX BOCCTAHOBAEHMNE AAHHDBIX v.uuviiiriiiiiiereeerieiieeeeeeennnneseeeseennns 10

6. OKA3aHMNE YCNYT MO AOPADOTKE. ....eviiieiiiiiieeeieiieee e eeiitee e esiee e e s ssbeeee s ssbeeeesssabeeeessnnrees 11

7. MpoBegeHne MOAEPHMBAUMM TTO ...cooiiiiieiieiiiicciceieee e e e e e e e e e e e e e e ee e e ee e e e e e e naaanaaaas 11

3. MHOOPMALMA O MEPCOHAIIE .eeeeiurireeeeriurieeeesatieeeessastreeessasteeessasseeeeessasseeeessmsseesessassesesssssssseesssnns 12

1. NepcoHan, obecneumBatowmii paboty MO Ha pabounx mectax Nosb3oBaTeNEN......... 12

2. MNepcoHan, obecnevymBatoLLmMin TEXHUYECKYIO NOAAEPHKKY N MOLEPHM3ALMIO ............. 12

4. KOHTAKTHAA MHOOPMALMA c.cceeeeeiiiiiiiiteeeeeeeeeeesassnsssseeeeeeseseseesaassssssseseeasasessssassssssssssessasessenannnes 13

KoHdbugeHumanbHo - Bce npasa 3awmueHsl © 2023 2



)

XL Service FW

1. O0mue cBeaeHUA

1. OnucaHue CUCTEMbI

XL Service Firewall (XLSFW) — Voice

XL Service Firewall (XLSFW) npenocraBisier paclIMpeHHBIH aKTHBHBIN ceTeBoil (aiiepsou,
CTIIOCOOHBIN (PUIBTPOBATH HEXKENATEIbHbIC TUIIBI BBI3OBOB U3 CeTH KiHeHTa. OH UCTIONb3YeT MpsIMOi
uHTEepdEeiic ¢ KOPHOPATUBHOW MM TEIePOHHOW CeThIO OOIIEro IMOJIb30BAHMS JJs MOJTY4YCHHUS
uHpopManun 000 BCeX 0KUAAIOIINX BBI30BAX, a TAKXKE IS IPUMEHEHHS ONpPEIeNICHHBIX JeHCTBUN
B OTHOIIECHUHU BBI30OBOB, OIPEICIICHHBIX KaK MOIICHHMYECKHE WU crnaMm-coodmienus. XLSFW
o0ecreyrBaeT 3aluTy B PeKUMeE PeaTbHOTO BPEMEHH, OCHOBAaHHYIO Ha aHAJIM3€e MTapaMeTPOB BHI30BA
B peKUME OHJIaliH M MH(pOpMAIMK, TOTYYeHHOU g BbI3oBa 1o curHaabHoMy INVITE unu IDP-
COOOILEHHUIO.

OOHnapyxeHue NpoOJIEMHBIX BBI30BOB OCYIIECTBISETCS Ha MoOAyie rule engine, KOTOpBIA
UCTIOJNB3YET CIOXHBIC aJTOPUTMBI JUIS OINpPENEICHUs] MPaBW, KOTOPbIE MOTYT ONpEAETATH s
KaX/10T0 BBI30BA, JOJKEH JIM OH OBITH pa3pelieH Win HeT. [IpaBuiia MoryT ObITh CKOH(UTYpUPOBAHBI
C HCIIOJIb30BaHMEM T'HOKOH JIOTMKM, TO3BOJISIONICH MCIIONB30BaTh BCE IapaMeTphl BBI30BA,
CpaBHUBaTb CO CIIMCKaMH HOMEPOB WM pe3yJbTaTaMH aHAJIUTHKH, KOTOpas OTCIC)KHUBACT
CTaTUCTHYECKOE TIOBEJCHHWE OTAEIbHBIX BBI3BIBAIOUIMX WM BBI3bIBAEMBIX HOMEpoB. Kaxmoe
MIPABUJIO ONPEACTSACTCA OJHUM MM HECKOJIBKUMH (PHIIBTPAMH, KOTOPbIE BBITTOJIHSIIOTCS 151 K&XKIO0TO
BBI30BA, U B CIIy4ae, €CJIM ATOT BBI30B COOTBETCTBYET YCIOBUAM (HIIBTPALIUH, K BEI3OBY IPUMEHSETCS
JeiCTBUE, OIpPENEeNIEHHOE JUIsi COOTBETCTBYIOIIETO IMpaBuia. Eciau BBI30B HE COOTBETCTBYET HU
OJTHOMY U3 OMpeeNICHHBIX TMPaBUJ, OH O0O0pabaThIBaeTCs omeparueil «continue» 0e3 Kakux-mudo
U3MEHEHUH B €T0 IIOTOKE.

Kpowme toro, XLSFW obGecnieunBaet, (pyHKIIMOHAIbHBIE BO3MOXXHOCTH BepH(PHUKALIUN BHI30BOB
cornmacHo ®3-319, npennaznauenHoe ans OmepartopoB cBsi3u. PereHne MOXeT OBITh Takke
MCTIOJIB30BAHO IS OKa3aHMsl YCIIYT «00JauHOi» BepUPHUKALMH, T. €. OKa3aHUs YCIyT BepH(pHUKauu
ISl TPETHHUX ONEPAaTOPOB CBSA3U MO «OOIAUHOM» MOIEIH.

Monaynp aHaIMTUKK TOJdy4daeT U oOpabareiBaeT MHPOpPMALUI0 000 BCEX HMHUIIMMPOBAHHBIX
BBI30BAaX, a TaKXe, NP HEOOXOAMMOCTH, HWH(POPMAIMIO O XOJE BBIOJHEHHS BBI3OBA. IJTa
uHpopManus 00pabaThIBaETCS CHEIHATU3UPOBAHHON aHATUTHUECKOW MOEINBIO, MO3BOJISIOMICH
BBISIBJISATH M OJIOKUPOBATH Pa3JInYHbIE CLIEHAPUH MOILICHHUYECTBA.

XL Service Firewall (XLSFW) — SMS

Monayns XLSFW SMS Firewall cnocoben oueHuBaTh M (QHUIBTPOBATh BXOIAMIMNA Tpaduk
COOOIICHNH B pEKUME pPEAJbHOIO BPEMEHM, C MOCIEAYIOUEH OIIOKUPOBKOW MOIICHHUYECKUX
coobmiennit P2P u A2P B 3aBucumoctu ot tuma SMS-tpaduka (Hampumep, HaAIMOHAIBHBIH,
mexayHapoansiii, ESME u T. 1.). Cucrema takke ucnoib3yer odiaiiH-aHanu3 aasi oOHapyKeHus
CJIy4aeB MOLIEHHUYECTBA U BBISBICHUS MOJIEIEH MOIIEHHUYECKOTO MIOBEJEHUS, UTO MOXKET IIOMOYb
co3naTh 3¢ (peKkTUBHBIE MpaBUiIa MOIIEHHIYECTBA ¢ SMS, KOTOpbIE 3aTeM MOXHO OyIeT MPUMEHSTh
K COOOIICHUSAM B PEXKHME PEATHHOIO BPEMEHH.

HaGmtonas 3a monmHbIM MOTOKOM BBI30BOB, XLSFW coOupaer Bce aTpuOyThl cOOOIIEHUS,
MOJTy4YCeHHBIE U3 UCXOMSIIECH MOOWIBHON 4acTH, a TakKe M3 MOOWIIBHOW 3aBepIarollel JacTu, a
Takxke conuepxkumoe SMS-coobmienns. Takoi MUPOKUil CrIeKTp COOMpPAEMBIX U OTCIIEKHBAECMBIX
aTpuOyTOB 00€CHeunBacT OCHOBY JJISi MOJHONW BUAMMOCTH TEXHOJIOTMYECKOTO Tpolecca |
ycTaHoBNIeHHS 3 (EKTUBHOTO KOHTpOIst SMS-Tpaduka.
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2. OcHOBHBIE CHCTEMHBbIEC MOXYJIH

XLSFW — 5310 aBTOHOMHAas

CHEAYIOLIUX MOAYJICH:
XLSIG: moxyns cereBoro untepdeiica.
XLSTATE: moxynb 00pabOTKH COCTOSIHUS aHAJTUTUKU B PEaTbHOM BPEMEHH.

XLRTA: npunoxenue s oOpabOTKH aHATUTHYECKUX MPO(UiIeld B PeXHME pealbHOTO

BpPEMEHH.

CUCTCMaAa MPCAOTBpAICHHA MOIICHHUYCCTBA B
TCIICKOMMYHUKAITUOHHBIX YCJIYT B PCKUME PCAJIbHOTO BPpCMCHHU, KOTOpad YIpaBJIACTCA C TIOMOIIBIO

XLAPI: momyne API mns carrier interworking.
XLMON: Moy 1b MOHUTOPHHIA CUCTEMBI.

3. CocraB NMporpaMMHBIX CPEACTB U UCITOJB3YEMbBI TEXHOJIOT'NH

MMPpoOUu3BOACTBA

I1O nonnepxuBaeT cpeasl ¥ TEXHOJIOTUU:

Jlns pyHKUMOHHMPOBAHUS JAaHHOTO IPOrPAaMMHOIO obOecredyeHus: HeOOXOAMMBI CIEIyIoIue

Astra Linux SE v.1.7
Debian 10 u BbiIIE

S3piku nporpammupoBanusi: C/C++

Ceresbie 1 npukiagasie npotokoisl: SIGTRAN, CAMEL, SIP, HTTP, SOAP, TCP/UDP/IP

MUHUMAaJIbHBIE TPEOOBAHUS CEPBEPHON HHPPACTPYKTYPHI:

TpeOoBanus K NPOU3BOACTBEHHOI KOHpUIYpanun

IMapametp 3HaveHune

CereBoii cepBep *+ 2 x CepBepa €O CIHEQYIONIMMHU XapaKTePUCTUKAMHU
(BUpTyaJIbHBIE ~ CEpPBEPHl C  PE3epPBHPOBAHHEM

(pesepBupoBanue 2N) mporeccopa u namsatu He meHee 70%, MOTYT OBITh U

(buznYecKre cepBepsl):

- 8 cores

- 12 GBRAM

- HDD 300 GB

- Management interface (iLO for HP)
- 4 x 1 Gbit/s Ethernet

- Debian, Astra Linux OS

KoHdbugeHumanbHo - Bce npasa 3awmueHsl © 2023
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Validation YBp cepsep * 2 x Cepsepa co CIeAyIOIUMU XapaKTEPUCTUKAMU
(BUpTyaJIbHBIE ~ CEpPBEPHl €  PE3ePBHPOBAHHEM
(pesepBuposanue 2N) npoueccopa U namati He menee 70%, MOTyT ObITh U
(buznYecKre cepBepsl):

- 12 cores

- 64 GBRAM

- HDD 400 GB

- Management interface (iLO for HP)

- 4 x 1 Gbit/s Ethernet

- Debian, Astra Linux OS

State cepBep *+ 2 x CepBepa €O CIHEQYIONIMMHU XapaKTePUCTUKAMHU
(BUpTyaJIbHBIE ~ CEpPBEPHl C  PE3epBHPOBAHHEM
(pesepsuposanue 2N) mporeccopa u namsatu He meHee 70%, MOTYT OBITh U
(dusznyecKre cepBepsl):

- 12 cores

- 32 GBRAM

- HDD 400 GB

- Management interface (iLO for HP)

- 4 x 1 Gbit/s Ethernet

- Debian, Astra Linux OS

XpaHWIHIEe JaHHBIX U * 2 x CepBepa KOHOUTYPAITHOHHBIX CO CIEIYIOUUMHU
OTYETHOCTh XapaKTepUCTUKaMH (BUPTYaJIbHBIN cEpBEP):

- 8 cores
(pe3zepBupoBanue 2N) - 16 GBRAM

- 30 TB HDD (xpanunuiie Mo>xeT ObITh pa3IeIeHO
MEXJly CEpBEpamMu)

- 1 Gb/s TCP/IP network

- Debian, Astra Linux OS

- B/l PostgreSQL

TpeOoBanus Kk TecTOBOI KOHGUIYpanun

ITapamerp 3HaueHune
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TecToBBIN CETEBOM CEPBEP

1 x CepBep €O cleayOUMMH XapaKTEpUCTHUKAMU
(BUpTyaJIbHBIE ~ CEpPBEPHl €  PE3ePBHPOBAHHEM
mporeccopa u namsatu He meHee 70%, MOTYT OBITh U
(buznYecKre cepBepsl):

- 8 cores

- 12 GBRAM

- HDD 300 GB

- Management interface (iLO for HP)

- 4 x 1 Gbit/s Ethernet

- Debian, Astra Linux OS

TectoBoOe XpaHWINIIC JaHHBIX U
CepBep OTUETOB

OnHocepBepHas KOH(MUTypauusi CO CIEAYIOUMMHU
XapaKTepUCTHKaMU (BUPTYaJIbHBIN cEpBEp):

- 4 cores

- 12 GBRAM

- 300 GBHDD

- 1 Gb/s TCP/IP network

- Debian, Astra Linux OS

- B/l PostgreSQL

KiroueBble napamMeTpsl KOHGUIrypanumu u TpedoBaHUs

ITapamerp

3HauyeHue

CurnanbHbIi HHTEpQEIC

(SIGTRAN)

*Untepdeiic k nsym STP B cetn TS, mo3Bossttomnuii
UCII0JIb30BaTh ABOMHBIE acconanuu SIGTRAN.
*Hactpoenst INAP/CAP — TCAP — SCCP-M3UA.

Curnansnblit uatepgeiic (SIP)

*SIP-unTepdeiic Kk KoMMyTaTopam.
*HacTtpoenass MmapmipyTtusanuss KOMMYTaTOPOB JUIS
BKItoYeHus: hexRT.

CereBoii unrepdeiic

+JIBa ¢usnueckux uHTEpdeiica, MOAKIIOYCHHBIX K
texuuueckor cetu i cBsi3u SIGTRAN unu SIP.
+JlBa ¢Qusmueckux wuHTEpdeiica B KOMIUIEKTE H
MOJKIIIOUYEHBI K OM3HEC-CeTH (PEKOMEHYEeTCsl)
*VPN-noctyn or Heksagon k cepBepam Kak
MHUHHMYM JI0 OKOHYATEIbHOMN NMPHEMKH

MOHUTOPHHI HEUCIIPABHOCTEN

*SNMP
*[IPUJIOKEHUE [UIs1 BHYTPEHHETO MOHUTOPUHIA
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AJIMUHUCTPUPOBAHNE *HTTP-untepoeiic JU1st CUCTEMHOTI'O
aJIMMHHACTPUPOBAHUS
Emkoctb *1500 CAPS (konu4ecTBO TMOMBITOK BBHI30BA B

CEKYH/Iy) B 4achl MK B OOBIYHBIC TIEPUOIBI

*2000 CAPS nns KOpOTKHX IEpPHOJOB, B CiIyyae
6onpmmx BeruieckoB Tpaduka (Hoserii 'on, Kypban-
baiipam uinu B aHaJIOrMYHBIE TIPA3IHUKH )

4. Nudopmanus o npouecce pazpadoTku

JlaHHBIE O TIepCOHalIe, 33JIeICTBOBAaHHOM B Tpoliecce pa3paboTK (KOJIMYEeCTBO, KBaTU(UKanus):

e PyxoBogurens IIpoekra — oTBedaeT 3a Bce mporecchl paspabotrku [10. HMmeer

kBayuukanuio « CHCTEMHBIN TPOTPAMMUCTY;

e Komanna Pazpabotku [1O — siBrsieTCst ICTIOTHUTENIEM ITOCTABJICHHBIX TPeOOBaHU U 33124
no paspabotke I1O B pamkax T3, ycranoBneHHbIx PykoBogurenem Ilpoexra. Komanna
pa3paboOTKU COCTOUT U3 4X CIEIUATHCTOB, HIMEIOIINX KBamudukanuio «IIporpammucty.

5. SI3bIk mporpaMMHUpPOBAHMS

SI3pikaMu iporpamMmupoBanus seiusitores: C/C++
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2. llopnepxanue xu3HeHHoro uukiaa IlNO

[lonnepxxanue xuszHeHHoro mukna IIO ocymectBisercs 3a cuer comnpoBoxacHus 110 u
BKJIIOYAE€T MPOBEACHUE MOJCPHHU3AIMIA MPOrpaMMHOTIO OOECIeYeHHsT B COOTBETCTBHU C
COOCTBEHHBIM IUIAHOM JOpa0OTOK M MO 3asBKaM 3aKa3yhKa, BOCCTAHOBIICHHE JaHHBIX U
KOHCYJIbTAIIMH 110 BOIIPOCAM 3KCILTyaTalluy, yCTaHOBKe U nepeycraHoBke 110.

1. Ha3znauyenue conpoBoxaenus I1O

Conpososxnenue [10 no3sosser:

e o0ecrneyuTh OTCYTCTBHE MIPOCTOS B pabOTE MOJIb30BaTENEH 10 MPUYHHE HEBO3MOXKHOCTH
¢ynkuuonupoBanuss I1O (aBapuiiHas cuTyanus, omuOkH B pabore, OIMINOKHU
MoJIb30BaTeNIeH U T.11.);

e o0ecrneyuTh rapaHTHIO KOPPEeKTHOro GpyHkunonupoBanus 110 u nanpHeiimero pa3Butus
ee (pyHKIMOHAIA.

2. CepBucHble nnpouecchl conpoBoxaenus IO

Jliis obecrieueHus )KU3HEHHOTO KA B conpoBokaeHue [10 BKITFOUEHBI ClIeyIOIINe CEPBUCHBIC
IIPOLIECCHL:

® KOHCYJBTUPOBAHHS MOJIH30BATENEH U A ]MHHUACTPATOPOB 110 BOIPOCAM IKCILTyaTaluu (110
TesneoHy, IEKTPOHHON MOYTE) MM MUCbMEHHO T10 3aIpocy 3aKa3uHuKa;

oOecnieueHne 3aka3unka HOBbIMH BepcusaMu 110 mo Mepe ux nosiBieHus;

oOecrieyeHne 3aKa3unka U3MEHEHUSIMH U JOMIOJTHEHUSMU K 3KCILTyaTallMOHHON
JOKyMEHTAIUU;

yCTpaHEHHUE OMMOOK B CiIydae BBISBICHUS UX Ipu padote ¢ [Iporpammoii.

3. Ipoueccol peanusauuu (paspadorkn) I1O:

B npouecce pa3paborku (peanuzamun) [10 ucnonsiyercs Agile - metoonorus pa3padoTKu, cam
IIPOLIECC COCTOUT U3 CIEAYIOLIETO )KU3HEHHOTO 1IUKIIA:
e IIpouecc «Ilnanuposanue»
e [Ilpouecc «Ananutuka. MoaenupoBaHue»
e [Ipouecc «Co3nanue npoTOTUIIA
e [IIponecc «Pa3paboTka»
IIponecc «TectupoBanue»
[Ipouecc «BHenpenue u noaaepKrka»

IIpouecc «IlnanupoBaHue» - NAHHBIM dTall COCTOUT U3 3AIUIAHMPOBAHHOIO KAJIEHJAPHOTO
rpaduKa BBITyCKa KOMIOHEHTa/QyHKIUN mpoaykTa. Ha maHHOM 3Tame ycTaHaBIMBAIOTCS CPOKH,
KOT'/1a KOMIOHEHT/(DYHKIIUS JOHKHA OBITh 3aITyIIeHa B IPOAYKTOBYIO CPELy.

IIponecc «Ananurtuka. MoaeJmpoBaHue» - JaHHBIM 3Tall COCTOMT M3 Ipoliecca aHaINn3a
[lepBuunbix TpeGoBaHMii K NPOrpaMMHBIM CpEICTBaM, 3aKJIIOYaeTCsl B YCTAaHOBJICHUH U
JOKYMEHTHPOBAaHUH MOJTHOTO 00bEMa Bcex TpeboBanwmii k [10.

Pe3ynbraToM AaHHOTO 3Tama SIBJISETCS OIpeesieHUe MepeyuHst TpeOOBaHUM K (DYyHKIIMOHAIBHBIM
monynsm IIO wm ux wuHTEpdeiicam, ONpPEAETAIOTCS MPHOPUTETH pealn3alud TpeOOBaHUH,
TpeboBanus K I10 oreHnBaIOTCS 1MO: CTOMMOCTH, TpadukaM paboT U TEXHUYECKUM BO3JICHCTBUSM.
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IIpouece co3gaHus MPOTOTHNA - LENBIO MPOIECCa SBISETCA CO3/1aHUE MAaKETOB/TPOTOTHIIOB,
KOTOpBIe co3aatoTcst Ha ocHoBe T3. Ilocie yTBepKaeHMs cO3aHHBIX IPOTOTUIOB ¢ PykoBoauTenem
MIPOEKTa CCHUIKHM Ha HUX U CKpUHILOTHI BcTaBisitorces B T3. B cimyuae pazpabotku I10, oTHOCsIIETOCS
Kk kareropuu [1O 1 MHTENNEKTYaJbHOIO aHalIM3a JAHHBIX C HCIOJb30BaHUEM HCKYCCTBEHHOI'O
MHTEJUIEKTA, Ha JIaHHOM JTale BBINOJHAETCS (OpPMHpPOBaHHWE HabOpa JaHHBIX COTJIACHO
TpeOOBaHUAM, OTIPENICTICHHBIM Ha MPEIbIIyIIEM dTalle, U MOCIeIyIomas pa3MeTKa MOAr0OTOBIEHHOTO
Habopa TaHHBIX.

IIpouece «Pa3paGoTka» - B )KU3HEHHOM IIMKJIE pa3pabOTKH CUCTEMbl UMEHHO 3/1€Ch MUIIETCS
porpaMMHBIN Kol Ha ocHoBe T3. B ciyuae pa3pabotku I10, oTHOCsmEerocs k kateropuu 110 s
UHTEJJIEKTyaJIbHOTO ~ aHajlu3a JaHHBIX C MHCIOJIB30BAHMEM HCKYCCTBEHHOIO MHTEJUIEKTA,
BBINOJIHSACTCS] 00yUeHHE HEHPOHHON CETH 0 JOCTIKEHHS 3apaHee ONpeIeéHHOr0 Ka4YeCTBEHHOTO
pe3yJibTarta.

AptedakThl Ha BBIXOE:
o Pabotaromas Bepcust [10, roroBast K TECTHPOBAHUIO;

IIpouece «TecTupoBanme» - 1enb mporecca KBamuuUKauuoHHOro TecTHpoBaHUS
IIPOrPaMMHOTO  CpPEACTBA 3aKJIIOYAeTCs B TOATBEPKACHUM TOrO, YTO KOMILJIEKTOBaHHBIN
MIPOTPaMMHBIH MPOIYKT YIOBJIETBOPSET yCTaHOBIECHHBIM TpeboBanusaM T3. B pamkax nporecca QA-
WHXXEHEp TOJKEeH MpoBecTH kBanupukannonHoe TectupoBanue (cornacHo TpedoBanusm T3). QA-
WH)KEHEpY HE0O0XOAMMO IMPOBECTH OLEHKY: MPOEKTa, KOJA, TECTOB M UX PE3yNbTaThl, a TaKKe
10JIb30BATEIBCKON TOKYMEHTALUU, YUYUTHIBAS CIEAYIOLINE KPUTEPHUHU:

o TecroBoe nMoKkpbITHE TPEOOBAHUS K POTPAMMHOMY CPEJICTBY;
o CooTBeTCTBHE 0)KUJAEMBIM PE3YJIbTaTaM;
o OcymecTBUMOCTb (PYHKIITMOHUPOBAHHS U COIIPOBOXKICHUS;

ITocne ycremHoro TeCTUPOBAHMS IIPOrPAMMHBIN IIPOAYKT I'OTOB K BHEAPEHUIO U MOAJIEPKKE.

BaxHbIit MOMEHT: IOUCK J1e(PEKTOB, UX PETHCTPALUs, OTCICKUBAHHE, HCIIPABIICHHUE U IOBTOPHOE
TECTHUPOBAHUE TPOJODKAETCS 0 TOTO MOMEHTa, MOKa He OyAyT HCIpaBiIeHBI BCE IE(EKTHI
OTpe/IeIEHHON KPUTHYHOCTH. YPOBEHb KPUTHYHOCTH COOTBETCTBYET JIOTOBOPEHHOCTSAM JHOO
omnpenensercs PykoBoaurenem npoekTa (JInbo 1moka MpoayKT He JOCTHTHET CTaHJapTOB KadecTna,
OrOBOPEHHBIX Ha JTane aHaIMTHKH). [Ipu oOHapykeHun nepexroB QA-uHKeHep 3aBOAUT Oar-
PenopTHl U MepeaéT ux pa3paboTUHKaM.

IIpounecc «Bueapenue u Iloanepixkka» - Kak TONBKO IPOAYKT IPOTECTUPOBAH U TOTOB K
Pa3BEPTHIBAHMIO, OH BBIIYCKAaeTCsd B IPONYKTOBOM cpeae. MHorna pasBEépTbiBaHHME NPOAYKTa
MIPOMCXOIUT TOATAITHO B COOTBETCTBUM C OM3Hec-cTparerueid. Kak Toibko moiab3oBareb HAUMHAET
UCTONb30BaTh paszpaboranHoe I1O, moryT Bo3HMKHYTH AedekTsl. Ha 3ToM 3Tame oT KOMaHIbI
TpeOyeTcsi OnepaTHBHO HMCIPAaBUTh Ae()EKThI, BHEAPUTHh HOBblE (DYHKIIMM U MPH HEOOXOAUMOCTHU
nopabortaTh ux. JlocTUraeTcs 3To CIeayoUMHU CIIOCOOaMU:

o KoHcynpTupoBaHue N0ab30BaTENEH;
o Hcnpasnenue neQexTos;
o JlopaboTKu B COOTBETCTBUU C HOBBIMU TPEOOBAHHUSIMU;

4. TexHnuueckas MOAACPIKKA noJib30BaTeJjeu

YCJIYI‘ U TEXHHUYISCKOM MOAACPIKKU NPCAOCTABIIAOTCA TOJILKO IIPU HGfICTByIOH.[CM JIMIICH3MOHHOM
AOTOBOPEC B TCUCHUC YKA3aHHOI'O KAJICHAAPHOI'O NEpruoaa UCIOJIb30BaHUA IPOTPAMMHOI0 IMPOAYKTA.
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TexHuueckass MOAJEp)KKa MOJIb30BATENCH OCYIIECTBIACTCS B (opMmare KOHCYJIbTUPOBAHHS
nosib3oBarenel u aaMuHucrparopoB [IO no Bompocam YCTaHOBKH, aAMHHHCTPUPOBAHUS U
HKCIUTyaTalliil TMPOTrPaMMHOTO 00ECHedeHUs] MO ANIEKTPOHHBIM KaHalaM CBA3M (TesneoHy WIH
JIEKTPOHHOM NOYTE) UM MUCbMEHHO I10 3aIpOCy.

ITonp30oBarenu cepBUCa MOTIYT HAIpPAaBIATh BO3HHUKAIOLIME BOIPOCHI HA BJIEKTPOHHYIO IIOYTY
TEXHUYECKOH MOICPKKH TI0 aapecy support@x-labs.ru.

3aka3uyuK IpyU NoJayde 3arpoca Ha TEXHUYECKYIO MTOAJIEPIKKY IPUIEPKUBAETCS NIpaBUiIa: OHOMY
3alpoCcy COOTBETCTBYET OJUH BONPOC WIM pemiaeMas npobiema. B ciyyae BO3ZHMKHOBEHHS TpU
BBITTOJIHEHUH 3aIpoca HOBBIX BOIPOCOB MJIM MPOOJeM MO HUM OTKpPBIBAIOTCS HOBBIE 3aIpOCHI Ha
TEXHUUYECKYIO IOJIEPHKKY.

B pamkax texuunueckoi noanuepxku [1O oka3pIBatoTCs CleayONUe YCIyTu:
® TIOMOIIb B HACTPOUKE U aIMUHUCTPUPOBAHHUH;
e BbIJa4a JAHHBIX Ul ABTOPU3ALUH T10JIb30BATEIIEH HA UX 3JIEKTPOHHYIO [IOUTY;
e moscHenue ¢pynkiuonana [10, momours B ee KCIUTyaTalu;
® [pEJOCTaBJIIEHUE aKTyaJbHOH JokyMmMeHTanuu mno pabore IO dyepe3 BeO-uHTEpdeiic
(pPyKOBOJZICTBO MOJIB30BATENS).
e VYcrpaHeHue HeucnpaBHocTell B padote [10.

Ilopsinok BbINOJHEHHs PA0OT MO OKA3AHMIO TEXHUYECKOH MOAICPKKH.

Kaxxnomy 3anpocy mnpucBaMBaeTcs YHUKAIBHBIM PpPErMCTPALlMOHHBII HOMEpP B CHUCTEME
perucTpali MHIMAECHTOB, Ha3HA4YalOTCsl WCIIOJHUTENM 3arpoca W ero npuoputerT. IlocraBuimk
cooOmraer 3aka3uyuKy perucTpalioHHbIN HOMEp, IPUCBOSCHHBIN 3anpocy MPpH pErucTpaIiy.
3aperucTpupoBaHHbIi 3ampoc 00padaThIBaeTCs U BHIMOIHACTCS COTVIACHO YCTaHOBIICHHON CUCTEME
IIPUOPUTETOB. [{eficTBUS criennaniucToB McoaHuTeNs No BRINOIHEHUIO 3a11poca JOKYMEHTHUPYIOTCS
B CHCTEME€ PErucTpaluy HMHIUACHTOB. B 3aBHCHMMOCTH OT colepskaHus 3ampoca U BO3MOYKHBIX
BapHaHTOB €r0 PEUICHUs 3aKa34HKy MPEJIOCTABISIOTCS BapUAHTHl PEIICHHUs] BO3HUKIIEH MPOOIEMBI
COTJIACHO COZIep KaHuIo 3ampoca J1u00 BBICHUIAETCS] HOBasi COOpPKa MPOIYKTA.
3aka3uuk 00sA3yeTcsl BBINOJHATH BCE PEKOMEHIAIMM U  TPEAOCTABIATH HEOOXOAMMYIO
JONOJTHUTEIbHYI0 HH(POPMALMIO crenudanuctam VICrmomHUTeNsl UIsi CBOSBPEMEHHOTO pELICHHUs
3ampoca. 3anpoleHHas IOMOJIHUTENbHas HH(POpMaIus, PEeKOMEHIAIMM W OTBEThl 3aKa3uuka
JOKYMEHTUpYIoTCcs VIcroIHUTENIEM B CUCTEME PETUCTPALIMM HHIUICHTOB.

3akpbITHE 3aNIPOCOB B TEXHHYECKYIO MOIIEPIKKY.

ITocne nocraBku OTBETa 3ampoc CYUTAETCS 3aBEPLICHHBIM M HAaXOIUTCS B TaKOM COCTOSIHHUHU J10
MOJTyYeHHS TOATBEPXKICHHUS OT 3aKa3zyhKa O PELICHWW WHIUIEHTA, BBHIOJHEHUH MHBIX pabot. B
clly4ae apryMEHTHPOBAHHOI'O HECOTJIacHsl 3aKa3unKa C 3aBEpLICHUEM 3aIlpoca BBIIOJIHEHUE 3a1poca
IIPOJOJDKAETCA. 3aBEpLICHHBIN 3alpoC IMEPEXOAUT B COCTOSHUE 3aKPBITOTO I0CIIE IOJYyYEHUs
HcnonuuTeneM MNOATBEPXKAECHUS OT 3aka3uMka O pELIEHUM 3ampoca. 3akpblTHE 3arpoca
MOJATBEPXKIAET MPEACTaBUTENb 3aKa3unka, 3a()UKCUPOBAHHBIM B CIHCKE OTBETCTBEHHBIX JUIl. B
cllyyae OTCYTCTBHUS OTBeTa 3aKazyMKa O 3aBEPILICHHUHU 3ampoca B TeueHue 14 paboumnx IHEH 3ampoc
CUMTAETCsl 3aKPBITBIM. 3aKpBITHE 3ampoca MOXKET MHMLIMUPOBATh 3aKa3yHK, €CIM HaJOOHOCTH B
OTBETE Ha 3aIpoc Iponaia.

5. BoccranoBiienue JaHHbIX BoccTaHOBJIeHME JaHHBIX
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IIO  ocymectBigercs B clyda€é UX  HENPEOYMBIIJICHHOW  IOpYM,  BBI3BAaHHOMU
HEKBATM(PULIMPOBAHHBIMH JEHCTBUAMHU TOJIb30BaTeNs Wi aamuuuctpartopa 10, mubo cOosmu
000pyOBaHUs, HA KOTOPOM OCYIIECTBISETCS (PYHKIIMOHUPOBAHHE MPOrPAaMMHOTO OOECIIeUEHHUsI.
BoccranoBneHne JaHHBIX OCYLIECTBIISIETCS TIPU MPEAOCTABICHUN PEe3ePBHON KONUU (aiiyia TaHHBIX,
Tekymero (Qaiiya JaHHBIX, COAEPIKAIIEro OMMOKY, a TaKKe JETAIbHOM IMOIIaroBOM OIMCAHUU
MOCTIeIOBATEIbHOCTH JEHCTBUIA M COOBITHI, MPHUBEIIIMX K YKa3aHHOW cuTyauuu. [nyOuna u
CTETIEHb BOCCTAaHOBJICHHS 3aBHCAT OT IPEAOCTABICHHBIX Ui pabOThl JAHHBIX U B KaXIOM
KOHKPETHOM cJy4Yae WHIMBHIYaJbHO OOCYKIAIOTCA C 3aKa3uMKOM TIepell BBITOJHEHHEM
COOTBETCTBYIOLIEH IMPOLIETYPBI.

6. Oxa3zaHue yciayr mo aopadorke

B ciy4yae 3aMHTEpECOBAHHOCTH 3aKa3uMKa B PaCIIUPEHUH (QYHKUMOHAIBHOCTH €r0 BEPCUHU
CHCTEMBI IIPE/ICTABUTENb 3aKa3unKa HAlpaBJIsieT CBOM MOXKeJIaHus B afpec pa3padborunka [10. [lanee
BCE IMOXKEJIaHUs COIIACOBBIBAIOTCS Mexay McrosnHuTtenem u 3aka3uMKOM, TAaKKe OrOBapUBAIOTCS
Cpoku paboT.

[epeuens Ycnyr (padot) no moaepuuszamnuu [10 BriIrouaeT B cedst:

e jopaboTka (QyHKUMOHanNa M KoppekrtupoBka I1O, ocHOBaHHBIE Ha MPEIIOKEHUSX II0
YIy4IICHUIO OPraHU3aIy 0a3bl JaHHBIX;

e MozepHU3anusa QyHKIMOHATBHBIX Moxynei 110;

e pa3paboTka, cBa3aHHas ¢ uaTerpauueit [10 B uHppacTpykTypy 3aKka3uuka;

e pa3paboTKa JOMOJHHUTENbHOH (yHKuHOHaIbHOCTH [1O Mo 3ampocam M MpenIoKEeHUsIM
3aKka3uuka;

e yIyYllIEHUs, CBsS3aHHbIE C BBITpy3kod uHPopmauuu u3 IO B Qaiinbl pa3nTu4HbIX
(dhopmatoB;

® UCHpaBJICHUS HE KPUTUYHBIX OHUIMOOK, CBA3aHHBIX ¢ HEyn00cTBOM Hcnonb3oBanus 10,
HO HE BJIMSIONINX Ha €€ paboTOCIIOCOOHOCTb.

7. Ilposenenune moaepuusauuu IO

IIpoBenenne ™omudukamun I[IO B CBI3M ¢ U3MEHEHUSMH B  3aKOHOJATEIbCTBE,
COBEpPILIECHCTBOBAaHHEM Pa0OTHI (DYHKIMH W TpoLEyp, BHIMONHAEMBIX [Iporpammoii, a Takxke IO
3asBKaM 3aka3dMKa ¢ BBIMTYCKOM HOBBIX Bepcuid I10, moiaydeHHBIX B pe3yibTare MoAudUKanuu, U
IIPEIOCTABIIEHNE 3aKa34MKy BO3MOXHOCTH MCIOJIb30BaHUs HOBbIX Bepcuil [1O, momyueHHBIX B
pe3yabTare Mmoaudukanuu. B pamkax mogudukayu [10 oka3pBatoTCs Claeayonue yCIyru:

e [IpUEM 3a5BOK OT 3aKa3uMKa Ha BHECEHHE U3MEHEHU U aomnoyiHeHul B [Iporpammy;

® COIJIacoBaHME C 3aKa34MKOM BO3MOYKHOCTH M CPOKOB HMCIIOJHEHHS 3asBOK, OKa3aHHUE
KOHCYJIbTAlJMOHHOW IIOMOILH T10 BOIIPOCAM IIPAaBOIIPUMEHEHUS II0KEIIAHNUN, YKa3aHHbIX B
3as1BKE;
BBISIBIICHHE OIIMOOK B pyHKIHOHUpOoBaHuH [10;
moaupukanwms [10O mo 3asBkam 3aka3unka;
UCTIpaBJICHUE OINOOK, BBIABICHHBIX B yHKIHOHUpOBaHuH [10;
momudukamms [IO B cBs3M C H3MEHEHHEM (elepajJbHOr0 3aKOHOIATEeNbCTBa,
aJMMHHUCTPATUBHBIX PETTIAMEHTOB;
e [pefocTaBlIeHME 3aka3uuKy HOBBIX Bepcuil [IO, BBIIYHIEHHBIX B peE3yJbTaTe

MOIU(HUKAIMY U UCTIPAaBICHHUS OINO0K. CHcTeMa peryyspHO pa3BUBAETCS:

O HCIHPABIIAKOTCS HEUCIIPABHOCTH;
O TOSBISIOTCS HOBBIE (PYHKLINY;
O ONTUMH3HUPYETCS CKOPOCTh paboTHI;
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O OOHOBIseTCsA UHTEPeEIC.

3. Uudopmanusa o nepconasie

1. Ilepconan, oOecneunBawmuii padory IO Ha padoumx mecrax

nmoJib30BaTeJjien

TTonp3oBarenu 11O DOKHBL:

o0nagaTh HaBBIKAMU pabOTHl C MEPCOHAIBHBIM KOMIIBIOTEPOM Ha YPOBHE ONBITHOTO
IIOJIB30BAaTCJIA,

O6HaZ[aTB OIIBITOM pa6OTLI C JJICKTPOHHBIMU JOKYMCHTAMH; UMCTH OIBIT UCITIOJIb30BAHUA
web-0pay3epos;

3HAaTh CBOU JOJIXKHOCTHBIC 06}I3aHHOCTI/I;

IPOYMUTATh PYKOBOACTBO nojb3oBatess [10.

2. Ilepconas, oOecrneYyMBAOIIMHA TEXHHYECKYID NOJACPKKY H

MOACPHHU3ANHUIO

CrienianucTel, o0ecTieyrBaroIre TEXHUYECKYI0 OEepKKY U pazsutue [10, 1omkHbI 001a1aTh
CJIEYIOLIMMHU 3HAHUSIMU U HAaBBIKAMMU:

3Hanue PyHKIMOHAIBHBIX Bo3MoxkHOCTeH 110;

3nanue ocooeHHocTel padotsr ¢ [10;

3HaHUe 3aKOHOJATEIbCTBA B c(epe NOCTYMHOCTH MH(OPMAIUK IJIsi TPaXaaH; S3BIKOB
nporpammupoBanus: C/C++;

3nanue pensiunoHHbIX B/ (PostgreSQL);

CpEeZICTB BOCCTAHOBJICHHS 0a3 TaHHBIX U MOHUTOPHHIA TPOU3BOAUTEIILHOCTH CEPBEPOB.

Co3nanue, n3menenus, mojepuuzanus XL Service Firewall BEITOTHAINCH U OCYIIECTBISIOTCS B
HacTosmuit MomeHT cuiamu crneruanuctoB OO0 «UKC JIAB3». KomnektuB pa3paboTYnMKOB
(mporpaMMUCTBI, KOHCYJIbTAHThI, TEXHUYECKHUE CHEIMAIUCThI) 00Ia1al0T HEOOXO0AUMBIM HAOOPOM
3HaHUH 17151 pabOTHI CO BCeMH KOMITOHEHTaMH, BXOSIUME B cocTaB [10, mpu penieHnn mpukIiIaaHbIxX
3aJ1a4, COOTBETCTBYIOUINX GyHKInoHamy [10.

KonuyecTBo coTpynHUKOB oTiena 4;
I'padux pabotsr: 24/7
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4. KonrakTHast unopmanus

KonraktHas nH(opMaius npou3BOAUTENS IPOrPAMMHOTO NMPOIYKTa PUBEACHA HIKE:

HaszBanue opranuzanuu: OOmiectBo ¢ orpaHnueHHON oTBeTcTBeHHOCTHIO «MKC JIAB3».
HOpunuueckuii agpec: r. MockBa, BH.Tep.I. MyHUIIMIIATIbHBIN OKpyT TBepckoii, yi. HoBocnoboackas,
1. 24a, ctp. 2, KB. 26.

Ten. +7 (499) 709-39-95, +7 985 923-09-90, email: info@x-labs.ru .

KoHduaeHumanbHo - Bce npasa 3awmueHsl © 2023 13


mailto:info@x-labs.ru

